
Phishing is an identity-theft scam using "spoofed" (fake) emails &Phishing is an identity-theft scam using "spoofed" (fake) emails &
texts to trick you into sharing information like credit cardtexts to trick you into sharing information like credit card
numbers, user names, passwords, or even your social securitynumbers, user names, passwords, or even your social security
number.number.
Phishing attacks are designed to look like a legitimate brand orPhishing attacks are designed to look like a legitimate brand or
service which can make them tricky to identify.service which can make them tricky to identify.

Phishing emails or texts will usually try to scare you with threatsPhishing emails or texts will usually try to scare you with threats
like account deactivation, or even claim your information haslike account deactivation, or even claim your information has
already been compromised. In other cases, they may offer freealready been compromised. In other cases, they may offer free
goods or services. Whatever the approach, phishing attacks willgoods or services. Whatever the approach, phishing attacks will
ask you to click a link which will prompt you to provide personalask you to click a link which will prompt you to provide personal
information.information.  

RecognizeRecognize: : Is the sender really who you think ? Check theIs the sender really who you think ? Check the
sender's email address by clicking or tapping their name.sender's email address by clicking or tapping their name.
RethinkRethink: Don't recognize the sender? : Don't recognize the sender? Don't click any links!! Don't click any links!! IfIf
the email or text refers to a known site, type the address in athe email or text refers to a known site, type the address in a
new window to verify the information. Still unsure? Try callingnew window to verify the information. Still unsure? Try calling
the company from their publicly listed phone number.the company from their publicly listed phone number.
ReportReport: If you get a phishing email or text, or suspect you: If you get a phishing email or text, or suspect you
may have, report it to the FTC at may have, report it to the FTC at www.ReportFraud.ftc.govwww.ReportFraud.ftc.gov..
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https://www.uwswac.org/
https://www.uwswac.org/
http://www.freecreditreport.com/

